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Testes FAPI R/W - Plain FAPI




Criacao do plano de testes

1. Apo6s a conexao clicar em “Create a new test plan” z = —— - ~
: P K¥ Create a new test plan

prm—— E—

-




Criacao do plano de testes

2. Test Plan: Selecionar FAPI-RW-ID2 (and
OpenBankingUK / CDR): Authorization server test

(latest version) I~ OpeniD

3. Client Authentication Type: Selecionar mtls Ploase see
Test Plan ©  FAPI-RW-ID2 (and OpenBankingUK / CDR)

2. Request Object Method: Selecionar by value ou Client Authentication Type 0 mi

push - Ambos permitidos pelas especificacoes ,

. . . L - Request Object Method © by value

Brasileiras. Se utilizar by value a instituicao vao :

precisar support encrypted request objects, be FAPI Profile ® | plain fapi

aware that it may not test encrypted object

req uests FAPI Response Mode © plain_response

5. FAPI Profile: Selecionar plain_fapi

4. Fapi Response Mode: Selecionar plain_response -
Modo que todos os servidores deverao suportar no
Open Banking Brasil




Criacao do plano de testes

10.

11.

12.

13.

Alias: Escrever o nome desejado para o plano de
testes

Description: Escrever a descricao desejada para o
plano de testes

Publish: Selecionar “No” para ndo tornar 0s
resultados do teste publico para todos

DiscoveryUrl: Adicionar o well-know Discovery
endpoint do servidor de autorizacao :
https:xxx/.well-known/openid-configuration

Client_id: Adicionar o cliente_id do primeiro
software statement criado no Sandbox do diretorio
de participantes

Scope: OpenlD or profile, porem qualquer outro
scope suportado pelo servidor de autorizacao deve
funcionar

Jwks: Inserir o jwks relativo ao primeiro software
statement, neste devem constar as chaves publicas
e privadas. Valido notar que o jwks deve também
conter o alg : “PS256”

Configure Test

Farm

Test Information

alias

description

Trust Platform (Directory) Open Banking

publish

No

Server

discoverylUrl

hitps/fauth.sandbox.directory.openbank

Client

client_id

yQu5B3YzgvryhdnXgeluy

openid profile

{“keys™[{"alg""P5256% kty""RSAn""3a0)
ioYcUbgsfkedYzfSIMWEDBART LLoWOwiAY
oohqN3xQz0XUvZIVEpYpkial8veYjIIdMARYFLT )
dB2ndkrIbA2Q4GGkxrYjHrag46vB1FlzHvOKPv6
HgkB1CaXIxGxORVORQEpzkrid4tjiHLAMtLIuPT4
vDvb T MCAMOQMMN 3WpryBwirak XsXfNY 7 6sku(
u_4pcYZrPYi52_2VORGG-InGOvDOf4giBKESZt1S
zZovisXOZePk’ dp"RILmuAEu8kn_ValwlfMXH5Y
I5RddGEmO0eTzbDYrEEea 2YTrFqoWMYH37SBOS




Criacao do plano de testes

TLS certificates for client (used to make MTLS connections)

14. Mtls.cert: Adicionar as informacoes do certificado e
. . . mus.cer
de l:ransporte (pem) Crlado para 0 pr|me|r0 MIIGRTCCBS 2gAwIBAGIUULSOBZtW2mZLUUWGMYMK/WGgswDQY/KoZIhveNAQEL

BQAWCTELMAKGATUEBhMCQIIXHDAaBgNVBAOTEOIwWZW4gQmFua2luZyBCcmFzaWy

SOftWQ re statement FTATBGNVBASTDESWZWA4gOmFua2luZzEtMCsGALUEAXMKT 3BLbiBCYWSrawSnIFNB

TKRCT1ggSXNzdWluZyBDQSAtIEcxMBAXDTIXMDMyOTESMzMwMFoXDTIyMDQyOTA
MzMwMFowqYIxCzAJBgNVBAYTAKISMRUWEwWYDVQQOKEwxPcGVUIEIhbmtpbmexLTAr
BgNVBASTIDcOZTkyOWQSLTMzY|YINGQ4ANSO4YmE SLWMXNDZjODY 3YTgxNzEtMCsG

’]5 Mtlskey Adicionar a Chave privada do Certiﬁcado A1UEAXMKMDEXMTQ4YzgtNzImNIOONDKXLTgxYTULOTUOY 2FiN2U3YjimMIIBIjAN

BgkqhkiGIWOBAQEFAAOCAQSAMIIBCgKCAQEAUYIr88lua2GeMdXbKeQQqfrmihBs

de transporte criado (.key) para o primeiro TR B o
software statement

MIIEvgIBADANBgkqhkiGIWOBAQEFAASCBKgwggSKkAgEAACIBAQCSgivzyWSsr
1dspxBCp+uYiEGynlokspp1n0S80fhoOuzco1KNEvIghf+mMSbCnHWEKLKxCIQDA

16. Mtls.ca: Adicionar os certificados do Root CA do PSS EIS s s S s Lo
diretorio e do issuer CA do diretorio. Supondo que sl s il ey
seja utilizado o PKI do diretorio, este campo pode SR LA NP SRR SR BRGAGH UL o DI
ser encontrado no apéndice deste documento gUPU20CL 2T Ex YUV U290/ PO ORVANIBIS

mtls.ca

17. Second Client: Repetir o processo dos itens 11-16 oy s s e b e
para o segundo software statement criado A A T D DT TR

cTELMAKGAIUEBhMCQLIxHDAaBgNVBAo TEO9WZWA4gQmFua2luZyBComFzaWwxFTA
BgNVBASTDESWZW4gQmFua2luZzEtMCsGATUEAXMKT3BLbiBCYWSraWSnIFNBTKRC
T1ggSXNzdWIuZyBDQSAtIEcxMIIBIJANBgkqhkiGIWOBAQEFAAOCAQSAMIIBCgKC
AQEA6IX+27 2mHXS5QAcDaWKkVHFWInDIcORNUIU30uNyeuOYhivXIWydrXe30+cV+P
S39faM|/nfem3GfIBE7XnObWA/BksxSfrg1BUBIDge4YBBw+VlI3A0g1fk9wi3H
GInsvV4serR)/ISITFSOuURNugX+RrbkT/TOtup4vGd 3KI2sbwUdDjokulNJHANeO

noLA Qian

&




Criacao do plano de testes

18. resourceUrl: Especificar a url do recurso que sera
utilizado para execucao dos testes. Para o padrao
Fapi UK é requisitado tanto a url de consentimento
quanto a url de contas para o teste de seguranca.
No caso do Plain - FAPI nao existe restricao ao

recurso utilizado
resourcelrl [i] https://matls-auth.sandbox.directory.openbankingbrasil.org.br/me

19. Create Test Plan: Finalizar a criacao do plano de
testes

|® Create Test Plan




Apéndice - Certificate Chain Validation

Informacoes do issuer e root CA do PKI do Sandbox

"ca": M- BEGIN CERTIFICATE-----
\nMIIEajCCA1KgAwIBAgIUdIYZEFdw7QJcrySyq6liIEwZfTfAwDQYJKoZIhveNAQEL\nBQAwazELMAKGA1UEBhMCQlIxHDAaBgNVBAoOTEO9wWZW4gQmFua2luZyBCcmFz
aWwx\nFTATBgNVBASTDEQwWZW4gQmFua2luZzEnMCUGA1UEAXxMeT3BIlbiBCYW5raW5nIFJv\nb3QgUOFOREJPWCAtIEcxMBAXDTIWMTIXMTEWMDAWMFoXDTIzM
TIXMTEWMDAWMFow\ncTELMAKGA1UEBhMCQlIxHDAaBgNVBAoTEO9WZW4gQmFua2luZyBCcmFzaWwxFTAT\nBgNVBAsTDE9WZW4gQmFua2luZzEtMCsGA1UEA
xMkT3BIbiBCYWS5raW5nIFNBTKRC\nT1ggSXNzdWIuZyBDQSAtIEcxMIIBIJANBgkahkiGO9WOBAQEFAAOCAQS8AMIIBCgKC\NAQEAG6fX+272mHX5QAcDaWkVHFWjnDIcO
RNUJU30uNyeuOYhlvXJWydrXe30+cV+P\nS39faMj/nfem3GfIBE7XnObWA/8ksxSfrg1BUBJDgedYBBw+VflI3A0g1fk9wl3H\nGInsvV4serR])/ISITfsSOURNugX+RrbkT/T
Otup4vGd3KI2sbwUdDjokuJNJHANeO\nDRkQ+ra+9Wht71FBIc07yPf7qtpaWHmM6aS3s470JD35ixkG4xiZuHsScxcVtlo1V\nW98P2cQfHIH2I1I4wWIPTVHpPPThB2EYrP
hwcxDh8kHkkOHNkyHO/fYM47u7H4VeQ\nV75LXWKa7iWmZg+WhFb8TXSr/wIDAQABo4H/MIH8MA4GA1UdDWEB/wQEAwWIBBjAP\nBgNVHRMBAfS8EBTADAQH/
MBOGA1UdDgQWBBSGf1itF/WCtk60BbP7sM4RQ99MVjAf\nBgNVHSMEGDAWgBSHE+yWPmMLsIRWMSIY68iUM45TpyzBMBggrBgEFBQcBAQRAMDA4w\nPAYIKwYBB
QUHMAGGMGhOdHAB6LY9VY3NwLNnNhbmRib3gucGtpLm9IwZW5iYW5raW5n\nYnJhc2lsLm9yZy5icjBLBgNVHRSERDBCMECgPgA8hjpodHRwWQIi8vY3JsLnNhbmRi\nb
3gucGtpLm9wZW5iYW5raW5nYnJhc2lsLm9yZy5ici9pc3N1ZXIuY3JsMAOGCSqG\nSIb3DQEBCWUAA4IBAQBY4928pVPeiHItbneeOAsDoc40bv5Q4tn0QpqTISeCSBbH
\nIURfEr/WaS8sv0JTbIPQEfiO/UtaN8Qxh7j5iVqTwTwgVaE/vDkHxGOen5YxAuyV\n1Fpm4W4oQyybiA6puHEBcteuiYZHppGSMus3bmFYTPE+9B0+W914VZeHDuj)2
Y3Y\nMc32Q+PC+Zmv8RfaXp7+QCNYSXR5Ts3q3lesWGmIvAMS5tLQi75JmzdWXJ1uKU4u3\nNrw5jY4UaOlvB5Re2BSmcjxdLT/5pApzkS+t061ICnPAtk/Y6dOJOYXQBM
ImtliY\np02yfwRagP8WJ4CnwUHil3ZRt8U9l+psU8b4WV/3\n----- END CERTIFICATE----- \n----- BEGIN CERTIFICATE-----
\nMIIDpjCCA06gAWIBAgIUS3mWeRx1uG/SMI/qI55VWRtNz7wwDQYJKoZIhveNAQEL\nBQAwazELMAKGA1UEBhMCQIIxHDAaBgNVBAoTEOOwWZW4gQmFua2luZyBC
cmFzaWwx\nFTATBgNVBAsSTDEOwWZW4gQmFua2luZzEnMCUGA1UEAXxMeT3BlbiBCYWS5raW5nIFJv\nb3QgUOFOREJPWCAtIEcxMBAXDTIWMTIXMTEWMDAWMFoXD
TIIMTIXMDEwMDAwWMFow\nazELMAKGA1UEBhMCQIIxHDAaBgNVBAoTEO9wWZW4gQmFua2luZyBCcmFzaWwxFTAT\nBgNVBAsSTDE9wWZW4gQmFua2luZzEnMCUG
A1UEAXxMeT3BIlbiBCYW5raW5nIFJvb3Qg\nUOFOREJPWCALtIEcxMIIBIJANBgkghkiG9wWOBAQEFAAOCAQ8AMIIBCgKCAQEApPS50j\njNhOwu8ioziC1HUWqOfgXwxeiePiR
Gw5tKDgKIbC7XV1ghEcDiymTHHWWISQI1LEs\nmYpZVwaos5Mrz2xJwytg8K5eqFga7QvfOOul29bnzEFk+1gX/0nOYws3Lba9E7S+\nuPaUmfEIF4r2lcCNL2f3F87Rozq
Zf+DQBdGUzAt9n+ipY1Jpqfl3KF/5qgRkPolf\nJD+aj2Y1D6eYjs5uMRLUSFMYtOCCfv/Ak6mg4Y9/7CaMKp54qjlrrDux00IDpxoXG\nKx5cKOKgACb2UBZ980DQxcGrbRIyp
8VGmv68BkEQcm7NIjP863uBVxtnVTpRwWQ1x\nwYEbmSSyoonXy575wQIDAQABoOIwQDAOBgNVHQ8BAfSEBAMCAQYwDwYDVROTAQH/\nBAUWAWEB/zAdBgNVH
Q4EFgQUhxPslj5i7CEcDEpWOVIIDOOU6cswDQYJKoZIhveN\nAQELBQADggEBAFoYgwoH7zvr4v0SQ/hWx/bWFRIcV/Rf6rEWGYT/moVAEjPbGH6t\nyHhbxh3RdGcPY
7Pzn797IXDGRuOpHv+GAHUA1v1PewCpOIHYukmN5D8+Qumem6by\nHYyONyUASMIYOIUOzx9mHVBMuj6ubkvn9xjL6xsPS+Cglv/3SUXUROMMCYf963xnF\nBIRLTRI
bykglomUptVI/F5U/+8cD+IB/fcZPoQVIOkKOVV51jA0DSIhS6vgzQzH4\ncpUmcPh4dy+7RzdTTktxOTXTgAy9/Yx+fk1809qSQw1MKa9dDZ4YLnAQS2f)JqlE\n1DXItaOL

pPqM4pMoRMXvp9SLUOatVZLEu6Sc=\n-----END CERTIFICATE-----\n"



